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1.  SYSTEM DESCRIPTION.

    a. The future battlefield commander will maximize combat power through exploitation of new digital technology.  This unparalleled combat enabler is dependent upon seamless interconnectivity and sharing of information between networks.  Management of these networks is critical to the synchronization and timeliness of the information every commander requires for situational understanding.  The Warfighter Information Network (WIN)- Management System (MS) is the tool that will allow network managers to plan, organize and manage information networks and network services while it provides a common picture of the battlefield in support of the Warfighter. 

    b.  Type of System Proposed.

        (1) The WIN-MS will have the ability to access the Wide Area Network (WAN) via all available communications means to ensure that it maintains contact with WIN employed systems.  The primary means of communications for WIN-MS are the WIN Terrestrial (WIN-T), Satellite Transport System, and the Tactical Internet (TI) system.  Additional communication means include commercial networks and Allied communication networks.  Also,

WIN-MS will interface with the Joint Network Management System (JNMS) at the Joint Task Force level. 

        (2) WIN-MS, with control of the Area Common User System (ACUS), will give the commander and staff an open system with automated planning and control capability to plan, manage, and engineer tactical communication networks.  WIN-MS will assist in managing network communications systems in support of the Warfighter weapons systems and battlefield automated systems.  WIN-MS will function as the battlefield Signal communications management system from Theater echelon down to the maneuver battalion. 

        (3) The development of WIN-MS will leverage existing software/hardware components and will be fielded in four versions.  The four WIN-MS versions will create a two tiered network management system.  The upper tier consists of any combination of the WIN-MS (V)1,  (V)2, and  (V)3.  The (V)1 and (V)2 are responsible for area network management and the 

(V)3 is the nodal technical control manager.  The lower tier consists of the WIN-MS (V)4. The (V)4 is responsible for network management of the Tactical Operation Centers’ (TOC) communication systems and the Tactical Internet (TI) at brigade size elements and below.  The communication systems at brigade and below consist of the Tactical Internet and local area networks (primarily located in the Tactical Operation Centers (TOCs). The (V)1 and (V)2 will be located at the Division Main and higher and will receive network communication status reports from the (V)3 and (V)4. The (V)3 will interface directly to the communications and switching systems employed within the network at echelons above corps (EAC). The (V)4 will reside in the S6/G6 vehicle and will be co-hosted with Embedded Battle Command (EBC) as described in the Future Battle Command, Brigade and Below (FBCB2)-Unit Functional Description. Additionally, the (V)4 will monitor single and/or multiple LANs in the Tactical Operation Center (TOC), monitor connectivity through the access points in the TOC and maintain TOC LAN status reports on the Army Enterprise Information Systems (e.g. ABCS, GCSS-A, etc.) performance and utilization.  The WIN-MS will have the capability to send and receive the LAN status reports to subordinate and higher headquarters.  

    c.  System Capability and Capacity.  

     Network System Management Functions: In the commercial sector, there are five functional areas in network management.  They are configuration management, systems management, performance management, accounting management, and security communications management.  The WIN-MS will adopt the commercial functional areas to manage the tactical communications network. Each of these functional areas has a significant degree of commonality which will enable the WIN-MS to perform planning and controlling of the connectivity, capacity, and performance; and, monitor the status of tactical communications networks.  The five functional areas are hereupon described:

       (1) Configuration Management.  Configuration Management includes resource provisioning (timely deployment of resources to satisfy the expected service demand) and service provisioning (assigning services and features to end-users). This capability is critical for preparing, initializing, starting, and providing for the operation and termination of services. Command and Control information such as unit communication requirements and location of forces will be exchanged in near real-time between WIN-MS and the Army Enterprise Information Systems (e.g. ABCS, GCSS-A, etc.) as required.  The four major sub-functions of Configuration Management are:

        (a) Network Planning and Engineering (NPE).  NPE capabilities will allow automated planning, design, and engineering of all communication networks to support the various tactical courses of action.  NPE optimizes the placement of resources against subscriber requirements, considers terrain and the tactical situation in developing the network plan, and provides link and siting analysis and plans network integration.   NPE is also capable of performing reliability analysis of communications networks via simulation and will make modifications to the plan based on system(s) performance and changing subscriber requirements. 

        (b) Battlefield Spectrum Management (BSM).  BSM will give the ability to perform frequency assignments. BSM will eliminate adverse collateral effects of co-site and adjacent frequency interference as it considers all battlefield systems, including non-Signal Corps emitters, in managing the spectrum.  The BSM capabilities will be completely integrated into the network planning and engineering process to ensure seamless frequency allocation, frequency assignment, and frequency distribution.

        (c) Wide Area Network (WAN) and Local Area Network (LAN) Management.  WAN and LAN management performs network-loading analysis, identifies potential problem areas, and provides fault reports.  WAN and LAN management capabilities will monitor and maintain communication services.  Additional management capabilities include fault, performance, and near real-time reconfiguration management.  These functions prompt modification of the network required to support changing user requirements or when outages occur in the network. The WAN and LAN management capabilities will be based on an open system compliant commercial network management product. 

        (d) System Management (SM).   The SM function will have the ability to control, configure, and monitor operational status of all tactical deployed applications.  Applications include the processing systems, operating systems, and database management systems as well as the application software being managed.  SM function will consist of a combination of tools; and, these tools are tests, reports, policies, and procedures needed by system managers to implement, monitor, and maintain an end-user support system. 

        (2) Performance Management.  Performance Management addresses processes that ensure the most efficient utilization of network resources (e.g. bandwidth) and their ability to meet user service-level objectives.  Performance management evaluates and reports on the behavior of network resources and ensures peak performance and delivery of each voice, data, imagery or video service.

        (3) Accounting Management.  Accounting Management includes gathering data on the utilization of network resources, setting usage quotas, and identifying user utilization of the network.  The primary benefit of accounting management is that it enables the manager to measure and report accounting information based on individual and group users.  This data can then be used to allocate resources and compute (by-user) the tactical cost (in terms of bandwidth, dollars, etc.) of transmitting data across the network.  Accounting Management has the added benefit of expanding the manager’s understanding of user utilization of network resources while facilitating the creation of a more productive network.

        (4) Security Communications Management.  Security Communications Management function will have the ability to protect and control access to both the network and the network management systems.  Security Communications Management protects against intentional or accidental abuse, unauthorized access, and communication loss.  Flexibility will be built into security mechanisms to accommodate ranges of control and inquiry privileges that result from the variety of access modes by operations systems, service provider groups, and customers who need to be administratively independent.   Additionally, security management will encompass Communications Security (COMSEC), Multi-Level Security (MLS), and C2 Protect. 

        (a) Communications Security (COMSEC) Management.  COMSEC Management will utilize the Army Key Management System (AKMS) hardware and software to automate cryptoNet planning, management and engineering to include COMSEC record keeping and audit trails.  AKMS will interface with both strategic and tactical electronically keyed systems.  The planning/designing process for CryptoNets/COMSEC keys compartmentalizes the network initially by major assemblage and subscriber devices such as circuit switches, Radio Access Units (RAUs), and Mobile Subscriber Radio Terminal (MSRT) to include other compatible communications platforms.  COMSEC Management includes the development of an 

operational-plan-initialization of system (cold start) planned keying, rekeying, movement/displacement (renetting), and expiration of crypto period and compromise. 

        (b) Multi-Level Security (MLS).  The WIN-MS will manage the MLS system envisioned in accordance with the WIN-Security System ORD.  This capability will be comprised of a suite of network security products providing network level security services to all users operating at all security classifications from Sensitive-But-Unclassified (SBU) through Top Secret (TS) Sensitive Compartmented Information (SCI).  Terminal devices will have end-to-end security capability while providing terminal/ application level security services and allow data with different security classifications to use a common data network and share common network services.  

        (c) Fault Management: The Fault Management function will provide trouble-call management that correlates network alarms with services and resources.  Additionally, fault management will initiate tests and diagnostics to isolate faults to a replaceable component. This function will allow the network manager to initiate and restore services and perform activities necessary to repair the diagnosed fault.  The Fault Management function will perform routine maintenance activities on a scheduled basis, initiate tests for detecting and/or correcting problems before service trouble-calls or outages are reported, and provide trouble-ticketing services.

        1) An On-Line Help System will be available to assist the WIN-MS operators with WIN-MS functions.  The WIN-MS will provide the functionality the network manager requires in conducting the operational planning and engineering, initialization, monitoring, reconfiguration, and troubleshooting of the tactical network.

        2) In addition to the five Network Management operational area functions, WIN-MS receives service from a common data repository of management information.  Further, WIN-MS supports exchange of network management information between nodes using WAN communication systems.  WIN-MS eases information exchange with an internal diagnostics capability that displays delayed error messages in plan text.  The WIN-MS software package includes a full-featured word processor with graphics capability.  This feature word processor supports the preparation of operational orders and other correspondence.  The software package imports files and lists from the common data repository, and popular commercial office applications.  An Online WIN-MS Help System assists operators with any WIN-MS function.  WIN-MS gives the network manager functional tools to conduct operational planning, initialize monitoring, reconfigure, and troubleshoot the tactical network.

2.  TARGET AUDIENCE.

     The projected target audience, installers, operators and maintainers, will come from existing Army military occupational specialties (MOSs).  Signal Officers, Warrant Officers, and Enlisted Soldiers will install, operate and maintain the WIN-MS.  The Regimental Directorate of Training (RDOT) will construct a training base to support the Warfighter Information System - Management System (WIN-MS).  Drafters of WIN-MS will effect changes to the target audience as Warfighter and data information mature.  The fielding of WIN-MS impacts the following MOSs hereupon listed: 

    a.  31F Network Switching System Operator Maintainer

    b.  31R Multichannel Transmission System Operator Maintainer

    c.  31S Satellite Communications Systems Operator-Maintainer 

    d.  31U Signal Support Systems Specialist 

    e.  31W Telecommunications Operations Chief 

    f.  74B Information Systems Operator Analyst

    g.  WO 251A Data Processing Technician

    h.  WO 250N Network Management Technician

    i.  AO 25C Signal Operations   

    j.  AO 53A Systems Automation Management

3.  ASSUMPTIONS.

    a.  WIN-MS fielding will not cause an increase in manpower.

    b.  New equipment training teams (NET) will give initial WIN-MS operator-maintainer training to designated units and training centers.  

    c.  Exportable performance sustainment training will feature computer-based training with interactive courseware.

    d.  Military occupational specialties (MOSs) in support of ISYSCOM tasks are responsible for installing, operating, and maintaining the WIN-MS.

    e.  Existing training devices that are targeted for WIN-MS training will require an upgrade.  

    f.  In support of WIN-MS, the 74B MOS job task will require IP network architecture, network engineering, and network management functions.                                                                                                                  

    g.  WIN-MS will require a simulator for conducting realistic training in the Network Management Course.      

    h.  WIN-MS will not require new MOS structures nor additional skill identifiers for training and fielding, and sustainment.

    i.  WIN-MS manpower requirement may exceed that required for the ISYSCON predecessor.

    j.  Required knowledge and skills are as required for ISYSCON.

4. TRAINING CONSTRAINTS

    a.  Cost for conducting WIN-MS training will be kept down to a minimum.  Nevertheless, curtailing training cost introduces uncertainty in procuring Interactive Computer Base Trainers (ICBTs) and Interactive Multimedia Instructions for delivering optimum and realistic training.  Also, a minimum training cost conflicts with upgrading training devices for WIN-MS equipment.  Compatibility is nonnegotiable.  Systems must interface completely. 

    b.  WIN-MS lacks a dedicated training support system.  Training requirements are based upon experience with similar systems.  Some similar systems lack the ability to perform in accordance with WIN-MS operational requirements.  For this reason, trainers should exercise caution for ensuring that experience and resource are parallel with WIN-MS requirements.

    c.  The 74B military occupational specialty (MOS) picks up additional job tasks (system administration, IP network architecture, and engineering and management functions) with the fielding of WIN-MS.  Those additional tasks prompt concern in training to standard those soldiers who hold, and who will acquire, MOS 74B. 

5.  Training Concept
    a.  The WIN-MS training concept defines primary training media for initial fielding, institution, and unit sustainment.  The concept identifies individual and collective training tasks.  And, aside from task training, the WIN-MS training concept examines required training at each echelon of the mission; and, these concepts are for staff user, system administrator, and maintainer.

    b.  The primary training media are Interactive Computer Base Trainers (ICBTs), interactive multimedia courseware (IMICW), and conference delivered instructions.  Operator and maintainer-crew will train with Interactive Multimedia Instruction (IMI) on ICBTs operating with IMICW while learning force operations, engagement operations, and network management operations.  The ICBT and IMICW will deliver operations training at the institution for network management, command and control, computers, and intelligence (NC4I) to include unit level and direct support maintenance training.  System design will minimize training costs and time.  The training developer will produce a System Training Plan (STRAP), with emphasis on Distance Learning (DL) technologies that reduce the requirement for trainers to travel to all units receiving WIN-MS.  The material developer  requires the contractors develop and support WIN-MS training with Training Aids, Devices, and Simulators and Simulations (TADSS).  All WIN-MS courses, staff users, operator-maintainers, and repair will use TADSS sources in accordance with TRADOC 350-70 and SAT training concepts.  These sources will be based from TRADOC Regulations 350-70, 350-32, and 350-1.

    c.  Initial training will be conducted at selected sites, implementing ICBTs, IMICW, and conference delivered instructions with emphasis on DL technologies.   Tactical equipment with embedded computer instructions along with ICBTs, IMICW, and conference delivered instructions will be the main instructional delivery source for Warfighter sustainment training.  Multi-media training programs and help programs will be resident on the system; and, the same materials will be developed for randomly loading onto the system.  

    d.  TADSSs are principal training support resources for Warrior (institution) and Warfighter (field units).  Warfighter training will be delivered during the initial fielding of the WIN-MS, and after fielding during the sustainment phase.  And, the institution will use TADSS supported training for replenishing personnel in WIN-MS related occupational military specialties.   The institution, comprising the objective TRADOC schools, will receive a sufficient number of tactical systems to establish a training base for supporting the fielded units with replacement personnel.  As for maintaining this base, the fielded unit command structure will receive timely exportable training support packages that is  easy to implement.   

    e  The material developer will develop and design WIN-MS in accordance with Training and Doctrine Command (TRADOC) Regulation 350-70 that cites training development, management, processes, and products. This training concept casts the same WIN-MS training standard for both Active and Reserves Components.  The material developer will require the contractor develop  individual and collective task analysis, interactive courseware and computer-based training, initial training for key personnel, a staff planner’s course, and New Equipment Training (NET).  Also, the material developer requires the contractor develop and support WIN-MS training with Training Aids, Devices, and Simulators and Simulations (TADSS).  The entire WIN-MS standard training concept supports NET, unit sustainment, and institution training.  This training concept will be based from the Army’s System Approach to Training (SAT) process.  The SAT applies to WIN-MS hardware and software validated during initial operational test and evaluation, and SAT will be implemented throughout when equipment fielding begins.  Task analysis and individual and collective task development will be performed using the Automated Systems Approach to Training (ASAT) database software, provided as Government Furnished Equipment (GFE).  Service schools, other than the Army Signal school, may be affected as result of fielding WIN-MS.  All WIN-MS courses, staff users, operator-maintainer, and repairer courses will use TADSS sources in accordance with TRADOC Regulation 350-70 and SAT training concepts.               

    f.  Tactics, Techniques, and Procedures (TTP): The Training and Doctrine Command (TRADOC) proponent having responsibility for fielding WIN-MS develop the training.  The contractor will develop an ICBT program that will provide TTP for units being fielded WIN-MS.  The ICBT program will address changes in the units’ doctrine and tactics because of the fielding of WIN-MS.  The authoring system and the delivery media for the TTP will be the same as those for institutional and unit training.   

6.  TRAINING STRATEGY: Active Component/Reserve Component.

    a.  New Equipment Training (NET).  A NET team will give operator-maintainer training to selected units during equipment fielding.  The material developer (contractor/vender) will accomplish initial training for key personnel.  Units fielded WIN-MS will use the same training programs developed for institutional and unit training.  The Systems Approach to Training (SAT) process will direct the development of Doctrine and Tactics Training (DTT) and System Management Training (SMT).  The training strategy favors computer-based trainers (CBTs) and interactive courseware.

    b.  Institutional Training.  Warfighter Information Network - Management System (WIN-MS) training requirements will draw upon experience with similar systems and performance requirements obtained through analysis using the SAT process.  The contractor will develop ICBT for institutional training on the WIN-MS.  The ICBT programs will be developed for the staff user, system administrator, and maintainer.  The programs will be designed so that the training can be accessible through computer diskette, CD-ROM (threshold, and the World Wide Web to complement DL.  The programs will provide a management system for tracking the students’ progression through lessons, exercises, and evaluations.  The software management system must be capable of downloading the students’ records.  The materiel developer will use an authoring system that will allow the institutional trainers to update the training programs as required.  An example is the ‘Tool Book II Instructor’ program.

    c.  The U. S. Army Signal Center and Fort Gordon.  The Signal school will conduct the following resident training:

        (1) Enlisted Advanced Individual Training courses by military occupation specialty (MOS).

         NOTE:  Based upon feedback from material users, proposed training lengths for all Advanced Individual Training courses are subject to change.

        (a) Network Switching Systems Operator-Maintainer, MOS 31F10.  Will not train skill level 10.

        (b) Multichannel Transmissions Systems Operator -Maintainer, MOS 31R10.  Will not train skill level 10.

        (c) Satellite Communications Systems Operator-Maintainer, MOS 31S10.  Will not train skill level 10.

        (d) Signal support systems specialist, MOS 31U10.  Will not train skill level 10.

        (e) Information Systems Operator Analyst, MOS 74B10.  Proposed length, 80 hours.

        (2) Regimental Noncommissioned Officer Academy courses.

         NOTE:  Based upon material users’ feedback, proposed lengths of training for Regimental Noncommissioned Officer Academy courses are subject to change.  

        (a) Basic Noncommissioned Officer courses.

         1) Network Switching Systems Operator - Maintainer, MOS 31F30.  Proposed length, 120 hours.

         2) Multichannel Transmission System Operator-Maintainer, MOS 31R30.  Will not train skill level 30.

         3) Satellite Communications Systems Operator - Maintainer, MOS 31S.  Proposed length, 120 hours.

         4) Signal Support Systems Specialist, MOS 31U.  Proposed length, 120 hours.

         5) Information Systems Operator Analyst, 74B.  Proposed length, 80 hours.

        (b) Advanced Noncommissioned Officer Academy courses (ANCOC).

         1) Telecommunications Operations Chief, MOS 31W40.  Proposed length, 120 hours.

         2) Signal Support System Specialist, MOS 31U40.  Proposed length TBD.

         3) Information Systems Operator-Analyst, MOS 74B40.  Proposed length, 80 hours.        

         4) Combat Documentation/Production Specialist, MOS 25Z40.  Proposed length, 120 hours.

        (c) Regimental Officer Academy courses.

         1) Data Processing Technician, WO 251A.   Proposed length, 80 hours.

         2) Tactical Automated Network Technician, MOS WO 250N.  The proposed, 120 hours.

         3) Signal Operations, AO 25C.  The proposed, 120 hours.

         4) System Automation Officer,  AO 53.  The proposed length, 80 hours.

    d. Unit Sustainment Training Strategy.  The WIN-MS will use validated system training support material composed of electronic technical documentation, extension training material and literature, publications, and materials that the commander deems necessary.  The basis for achieving unit sustainment training will be the New Equipment Training Team (NETT) training support package.

7.  Training Products.                         

    a.  The contractor will develop an Exportable Interactive Multimedia Training Support Package (TSP) for unit sustainment Training on the WIN-MS.  This TSP will be developed for the operator, unit level maintainer and direct support maintainer of WIN-MS.  The ICBT programs will be based on task and skill analysis of WIN-MS.  Electronic technical manuals and electronic exportable training support packages will be used to augment IMI and ICBT training delivery.

    b.  Existing training devices (e.g., Communications Network Simulator I (CNS I), training aids, and ICBTs (Interactive Computer Based Trainers) will be upgraded to accommodate new equipment as result of fielding WIN-MS (Warfighter Information Network-Management Systems).

    c.  The Mission Training Plans and The Army Training and Evaluation Program (MTP\ARTEP) are in digitized format and will be updated to select the WIN-MS (Warfighter Information Network - Management System) after fielding.

8.  Training Support.
    a.  Distance Learning: System trainers envision that interactive multimedia instructional courseware, interactive computer based training, electronic technical manuals, and/or a combination of these products will implement distance learning training delivery.

    b.  Facilities:  Existing facilities will prove adequate.

    c.  Ammunition:  Not applicable.

    d.  Other:  Not applicable.

9.  Post Fielding Training Effective Analysis (PFTEA)
    a.  The Signal Center will recommend a Post-Fielding Training Effective Analysis (PFTEA) 12-18 months after fielding the WIN-MS.  The PFTEA will be conducted in accordance with Army Regulation (AR) 5-5 and Training and Doctrine Command (TRADOC) Regulation 350-32.  The TRADOC Analysis Command will conduct the PETEA.

    b. The Signal Center and future training teams will use Feedback from the PFTEA to revise training and training materials.
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