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1.0 Background

The following paragraphs briefly describe the background leading up to the Army Training XXI (AT XXI) Technical Architecture (ATTA) described in this document.

1.1 Mission

Army Training XXI is an initiative to ensure that the Army realizes the full readiness potential of the Force XXI Army through battle-focused training using state-of-the-art training support capabilities.  The AT XXI mission is shown in Figure 1.
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Figure 1.  Army Training XXI Mission Statement
Figure 2 illustrates the Army Training XXI Architecture hierarchy of the primary supporting sub-architectures that stem from the AT XXI Campaign Plan: Functional Architecture, Technical Architecture; and Component/Sub-component Architecture.   The AT XXI Campaign Plan provides the vision for Army Training in the 21st Century.  

The Army Training XXI Functional Architecture builds on the Campaign Plan to identify the individual and collective training processes, activities, and events that take place to train soldiers and units to perform their missions and supporting tasks.  The Functional Architecture establishes the basic requirements, traceable to the AT XXI Campaign Plan, for specification of a Technical Architecture sufficient in functionality to support AT XXI requirements.  

The AT XXI Technical Architecture describes the grouping of essential functional activities into segments within AT XXI Automated Information Systems (AISs) and characterizes the corresponding data content elements and interfaces among those segments.  Companion Technical Architecture documentation also specifies processing and software implementation standardization requirements as well as the technical migration strategy.  This strategy, which is the primary content of this document, simultaneously prevents disruption of delivery of training services from existing, proven systems while supporting seamless (from the training user and developer perspectives) evolution of functionality from these legacy systems.  The product described in this document, when accompanied by the System/Subsystem Specification and the Interface Requirements Specification, forms the architectural basis for production of the detailed design of a software and hardware system of systems. This AT XXI system of systems described herein implements advanced, adaptive “objective configurations” of AIS segments capable of dynamically self-organizing-to-task (SOTT), given only a specified use case and user, independent of the specific physical aperture.
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Figure 2.  Army Training XXI Architecture Hierarchy
1.2 The Army Training XXI Campaign Plan (ATCP)

The Campaign Plan is the requirements document setting forth the objectives, direction, and processes to ensure the best quality training and leader development of the Force XXI Army. The AT XXI Campaign Plan’s purpose is to uphold current Army training principles by prescribing an Army training approach that results in the same fully integrated effort that is applied to the Force XXI initiatives of improving military operations in the 21st century. The Campaign Plan identifies Army Training XXI objectives and directs the training community’s efforts so the objectives will be realized in a resource-constrained environment.  The plan serves as the cornerstone operational requirements document for all of Army Training XXI(guiding current and future AT XXI plans and programs. 

1.3 Army Training XXI Functional Architecture (ATFA)

The ATFA flows directly from the AT XXI Campaign Plan and defines the upper level functionality of AT XXI as shown in Figure 3.  The ATFA addresses the actual training processes and activities that take place to “Train the Force.”  The purpose of the ATFA is to provide the functional framework for the supporting technical and systems architectures on which all future AT XXI automated training systems will be built.  The mechanism used for capturing the functional framework applies IDEF [Integrated Definition] methodology and formats for process activity and data definition.  The importance of following such an approach is to facilitate a methodologically sound transition from the Functional and Technical Architectures into the AT XXI system design and implementation phase. The IDEF0 and IDEF1X products used to define the ATFA fully support design finalization using IDEF3 Process Flow and Object State Description, IDEF4 Object-Oriented Design, and IDEF5 Ontology Description Capture, followed by automated handoff to software implementers.
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Figure 3.  Army Training XXI Functionality

1.4 Army Training XXI Technical Architecture (ATTA)

The Army Training XXI Technical Architecture defines the overlying technical standards and data relationships.  This information forms the basis for system architecture design and ensures the commonality of effort in the system design process. The Technical Architecture organizes the functional activities into a logical arrangement for implementation and defines the relationships between the activities, data entities, and standards necessary to design and implement the supporting systems.  

The relational framework for the Technical Architecture is depicted in Figure 4. The ATTA fully supports a standards-based, data-driven, reconfigurable, self-organizing-to-task system of systems for managing training information.  This architecture is designed from the top-down to support the guiding principles introduced in the AT XXI Campaign Plan and expanded during the Integrated Working Group process as presented in Section 3.5. The system description and standards outlined in the System/Subsystem Specification address the technical and systems standards to be applied in the AT XXI objective state for the entire system of systems in order to achieve system-wide adherence to the guiding principles across all user and use case configurations. 

The AT XXI system architecture illustrated in Figure 4 is comprised of eight Automated Information Systems (AISs), each of which is comprised of software segments drawn from as-is and objective AT XXI systems.  These eight AISs are: 1) Training Analysis; 2) Training Design; 3) Training Development; 4) Training Implementation; 5) Training Evaluation; 6) Training Management; 7) Information Transfer; and 8) AT XXI Digital Library System.  The principle functional activities of these AISs are fully enumerated in Appendices A, H, I, J and K of the AT XXI System/Subsystem Specification.  It should be noted here that it is the opinion of the technical architects that the Information Transfer AIS functionality should be restricted purely to instantiation of functions supportive of only levels 1 through 4 of the Open System Interconnection protocol stack as show in the Figure 4 inset.  It is also the opinion of the technical architects that the AT XXI Digital Library System AIS supplies six categories of service to the other seven AISs: capture, store, catalog, search, protect and retrieve services (illustrated in Figure 4).  These services are described in sufficient detail in existing documentation of the Army Doctrine and Training Digital Library (ADTDL) program to obviate the need for description in either the AT XXI System/Subsystem Specification or the AT XXI Transition Plan. 

These eight AISs supply software application segments and data objects allowing on-demand synthesis of  “user configurations” by automated, rule-based selection and linking of segments into an efficient software application. This self-organizing, aperture-independent principle supports any one of five user configurations: 1) AT XXI Digital Library Services Interface (ADLSI); 2) Training Development Configuration (TDC); 3) Institutional Training Management Configuration (ITMC); 4) Unit Training Management Configuration (UTMC); and 5) Training Resource Management Configuration (TRMC) .  

Figure 5 illustrates the concept of operations for the AT XXI Technical Architecture and introduces the Object Instance Generator (OIG) segment of the AT XXI Digital Library System AIS.  The OIG segment does for data what the SOTT segment does for the software applications selected for assembly of a chosen configuration based on user and use case.  Based on which of the five user configurations is selected and the profile of the user, it assembles the needed data objects from the AT XXI Digital Library System AIS to support the activities a specific user is attempting to accomplish through the selected user configuration.  The OIG operates on data objects that have been characterized in Appendices L, M, N, and O of the AT XXI System/Subsystem Specification. The establishment of four data objects (soldier, unit, resource, and task) will not completely cover all data content needs for each configuration identified above.  However, the breadth of content represented by the four data objects provides the required confidence that the basic AIS-based architecture is sound in supporting data flows across the interfaces represented in the Interface Requirements Specification.  A more complete discussion of the actions represented in Figure 5 is contained in Section 6 of this document.
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Figure 4.  Army Training XXI AIS-Based Technical Architecture 
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Figure 5. Army Training XXI Concept of Operations 
Purposes

The purposes of this document are to:

· Summarize the results of the analysis performed for the Army Training XXI Technical Architecture and discuss the implications for the AT XXI Campaign Plan and the AT XXI Functional Architecture; 

· Present the conclusions derived from this analysis;

· Offer recommendations for the sequence of events to be addressed in the near-, mid-, and long-term;

· Suggest a migration strategy from the current versions of Army training information management systems to the AT XXI system architecture articulated in the ATTA System/Subsystem Specification, ATTA Interface Requirements Specification and this ATTA Transition Plan, including security issues, risk assessment and risk mitigation.

Process

The process followed during the development of the Army Training XXI Campaign Plan, Functional Architecture and Technical Architecture consisted of six major engineering activities.  These activities included: 
· development of thirteen technical design principles; 

· development of activity and data models of the AT XXI objective system;

· allocation of activities to campaign plan systems;

· formation of eight segmented Automated Information Systems (AISs) supporting five user/use case configurations;

· selection of current and emerging systems from which AIS segments would be drawn;

· development of a non-disruptive migration plan to get from the as-is condition of Army training systems to the objective AT XXI AIS-based system of systems.
A brief description of these activities and their product(s) follows.

1.5 Campaign Plan 

The Army Training XXI Campaign Plan evolved from a desire to synchronize the action plans and disparate training information support programs that are designed to support Army training today and into the future.  The Army desired a strategy to incorporate information technologies into the design, development, acquisition, implementation, and management of a comprehensive training system of collective, individual, and systems training capabilities to support the Force XXI Army.

1.6 Functional Architecture 

The development of the Functional Architecture began the process of translating the prescriptive Campaign Plan into the detailed steps necessary for implementation.  A Functional Integrated Working Group (FIWG), composed of the Army Training Support Center (ATSC), TRADOC Deputy Chief of Staff for Training, and contractor personnel, reviewed all training and training development functions.  The FIWG described all functional activities essential for Army training and defined the relationships among the functional activities in terms of inputs, controls, outputs, and mechanisms.  A field review of those functional activities by subject matter experts confirmed their validity and accuracy and provided the opportunity for modification and refinement.  A complete set of the ATFA baseline activity diagrams, activity definitions, arrow definitions and notes are included in ATTA System/Subsystem Specification Appendices H, I, J and K respectively.
1.7 Technical Architecture 

The development of the Technical Architecture specified the technical requirements to process, transfer, protect, model, and exchange training data and information. The data transfer activities were modeled using Integrated Definition (IDEF) standards and processes. Trade studies assessed efficiencies and effectiveness in the Technical Architecture.  An Integrated Working Group pursued an iterative review process to refine the technical architecture and data interfaces, standardization requirements, and the technical migration strategy to support the evolution from existing systems to the objective, interoperable training information management system of the future.  

1.8 Object Modeling 

The integrated use of modular software applications (segments of the AISs described in Section 1.4) and object-oriented data modeling will be essential in the future.  These software applications execute allocated functional activities in concert with object-oriented data models that index, store, search, retrieve, exchange, and update training data.  This de-coupling of data from software runtime processes mitigates the implementation risk of technological obsolescence, provides a modular, efficient method of system upgrade, and accommodates self-organizing dynamic adaptation of system functionality based on specific users and use cases.  

1.9 Design Principles

Thirteen design principles provide the strategic guidance that shaped the processes and system characteristics to support training and training development.  Figure 6 lists the design principles. These design principles provide the insight to accommodate changing operational requirements as well as technological advancement in information management systems.  They also provide a coherent technical framework bridging today’s applications, data, and system features to the future AT XXI system. 

· AT XXI mission applications will be dynamically composable from AIS segments selected to meet the user/use case needs and accessible from the user’s aperture at hand.

· Version content of applications during fielding should permit backward compatibility of applications, data and legacy systems.

· The architecture will not preclude universal dissemination of data but also will not be based on the universal dissemination or accessibility of data.

· Applications will not preclude the student from learning at his/her own pace.

· Delivery media should be dynamically selectable as a function of communications and processing capabilities of users (students, course developers, etc.).  The AISs most critical functions must be able to be performed for users in immature theaters.

· A hybrid solution of OODB and RDBMS can optimize the data engineering product.


· Relevance filtering is very important on both the input and output ends of AT XXI applications in order to minimize clutter and noise.

· Appropriateness measures of new technological capabilities must be applied to engineering decisions at all times.

· Generalized data structures and data generated should be consistent with defined standards and a stable data dictionary and should be homogeneous in format.

· Data content should be modifiable on the fly and all abstractions of data (e.g. meta-data) should be extensible and user-, not programmer-, oriented.

· The complexity of advanced technologies (e.g. search, index, retrieve) should be hidden.  Data access should be logically centralized but physically dispersed.

· Software applications and data should be segregated.

· The design should make maximum use of existing and emerging communications infrastructures.

Figure 6.  Army Training XXI Technical Design Principles

1.10 Automated Information Systems (AISs)

The eight AISs (the six Training AISs, Information Transfer AIS, and the AT XXI Digital Library System AIS) provide the architecture that implements the design principles and ensures the dynamic, user-oriented composition of the Army Training XXI configurations.  The AISs provide a user-oriented approach to data abstraction (meta-data generation) and will ensure data access is logically centralized but physically dispersed.  The eight AISs will provide access to training information, data, and materials in an efficient, responsive, and user-friendly manner.  They will ensure data transfer is in accordance with approved standards listed in Appendix A to this plan.  Figure 7 shows the eight AISs and highlights the systematic organization and implicit adaptability of their functional points of contact.  It is very important to note the minimization of functional points of contact among the AIS segments which, when coupled with stable, concise data object models simultaneously reduces the complexity and number of inter-segment connections.  Reliability of software systems is greatly enhanced by the reduction in complexity and number of interface connections, just as in hardware systems.  This architecture literally enables the AT XXI system design to be rugged without being rigid.
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Figure 7.  Army Training XXI Automated Information Systems

1.11 Current Systems Review

The current systems that support training and training development possess a variety of characteristics that potentially limit their functionality in the future.  There is an absence of universal data exchange standards and system implementation of such standards has traditionally been on a voluntary basis.  The current ‘collection of collections’ of training management systems has been developed as a series of stand-alone systems, providing part-task solutions, and operating in data isolation from other systems.  There is an overlap in functionality and data content among current training systems however, data format heterogeneity impedes universal data dissemination, timely data transfer, and accurate data exchange.  This redundancy in data content coupled with the heterogeneous formats fosters inefficient, duplicative, and labor-intensive data base management among all participating systems.  System access and use in an immature theater is often performance-limited and sometimes difficult if not impossible. The user has to remain knowledgeable about each separate training system’s unique characteristics, capabilities, products, and processes.

1.12 Campaign Plan Mapping

Each requirement in the Army Training XXI Campaign Plan was aligned with the functional activities necessary to support training and training development.  These Campaign Plan requirements were also aligned to the suite of proposed Automated Information Systems.  This mapping ensures that each training and training development functional user and use case is supported by an optimized suite of interoperable, data-centric, client/server, segments drawn from the AISs.  Comprehensive mapping of AT XXI Campaign Plan requirements directly to AT XXI activities combined with a similarly comprehensive mapping of activities directly to AISs assures a ‘disconnection-free’ coupling of requirements to AISs with no requirements “falling through the cracks.”  Given the level of completeness of the Campaign Plan and the Activity Model it is assumed that each user and use case is supported in the most effective manner by a system that complies with approved universal data exchange standards and accommodates technological growth and expansion.
2.0 Conclusions

The following conclusions resulted from the analysis performed to support creation of the Army Training XXI Technical Architecture:

a. The current state of Army training information management at the Army Training Support Center (ATSC) is that of a series of stand-alone systems, providing part-task solutions, operating predominantly in data isolation from other systems.  Most of the systems were developed at different times, for different purposes, and to meet different user and use case requirements.  Many existing systems have little or no capability to exchange data with other systems.  Many do not run in a client/server environment, and none are of the object-oriented design needed to allow rapid and inexpensive modification to respond to changing requirements.  Most systems require substantial manual input of data that would better be obtained automatically and electronically from other sources.
b. The design, architecture, and data exchange standards are inconsistent among systems.  Each system that comprises a part of Army training information management was originally designed and built in isolation.  Architectures, data structures, nomenclature, operating systems, and programming languages vary widely.  Software reuse is practically non-existent.
c. Technology evolution, information requirements growth, and rapidly changing missions threaten to render some systems obsolete or require time-consuming and expensive rework.  Few, if any, of the systems in existence were designed to allow rapid expansion of capabilities or throughput.  As the battlefield becomes more data intensive, so too, will training and training information management.  As has already been experienced (Standard Army Training System (SATS), for example), some systems needed to be completely redeveloped to move from obsolete technology (in this case, DOS) to current technology standards (Windows).  What is currently experienced in the industry today is an unparalleled degree of technology growth and transformation.  Systems designed as technology-centric (designed for a specific hardware platform, operating system, or data base system) will quickly be rendered obsolete or grossly inefficient.  The sheer volume of data to be processed will overwhelm some system designs with the result that timeliness, accuracy, and quality of data access and delivery will all suffer.
d. There is overlap in functionality and data among systems.  Since most of these systems were built in isolation, responding to requirements from different organizations, a substantial degree of overlap in functionality and data is experienced. Functional interoperability and information sharing were not major design considerations.  No universal set of standards was adhered to during design and implementation, with the result being a balkanization of Army training information management.  There are a host of part-task systems, each performing its own functions, for its own community of users, with the real, unintended negative consequences of duplication of management effort and data entry.  This historical looseness in standards selection and enforcement results in varying values for the same data, depending upon the location where the data are being created or used, and inconsistent, uneven timeliness and accuracy of data entry and delivery.
e. The capabilities of the Army Doctrine and Training Digital Library need to be extended to provide an enhanced central directory (or “card catalog”) for accessing training information, materials, or data.  This enhanced central directory will contain, in addition to the usual card catalog data, a comprehensive set of meta-data, which provides a graduated description of the information upon which multi-tiered, cascaded relevance filters can operate at high speeds.  There are times when data needed by users or systems have to be tracked down.  The problem experienced with most comprehensive search engines is that they return too much data.  The user must then sift through the “hits” to find the data of interest.  An enhanced directory, with a detailed set of meta-data, will markedly reduce the number of superfluous hits and, at the same time, provide a hyperlink to the location of the desired data.  A central directory for all Army training data provides every user in the Army with “one stop shopping”.   Every user would know that if he or she accesses the central directory, that directory will have the location and navigation information to reach the needed data.  This central directory will also permit development of a single, universal access point for data type without compromising access to data content based on permission schema related to user characteristics and authorization.  An upgraded Army Doctrine and Training Digital, embodied in the AT XXI Digital Library System AIS, illustrated in Figure 7, could retrieve the data from wherever it physically resides and pass it to the requester, whether that requester is another AIS or an external system, or [using the AT XXI Digital Library Services Interface (ADLSI) user configuration] direct an individual to the correct web site.  The individual requester, for example, then needs to remember only one internet address, and to access restricted data, only one user account and password to be assured of receiving the latest version of restricted data in a timely manner.  Unrestricted data would require no user account or password, as is being done by the ADTDL today.
f. The products being generated by the current set of Army training information management systems is vital, but may be incomplete.  Each of the existing systems that provides a portion of Army training information management was built because there was an identifiable need for its products.  However, as missions evolve and expand, particularly into non-traditional roles, the types of training and training information management need to adapt.  This is being experienced already.  There is anecdotal (and even some empirical) evidence that all of the needed functions of Army training information management in the current environment are not being adequately addressed.  For example, no capability exists to produce the old “job book” of the company first sergeant or platoon sergeant.  Another example is, training records for individuals are still in hard copy format and there exists no capability to forward those electronically to the acquiring unit or to integrate individual training status information into a composite view of unit training status.
g. The Army can benefit greatly by evolving training information management to interoperable, data-centric, client/server systems with data decoupled from applications.  This paradigm would greatly reduce duplication of data, functionality, products, and conflicting results based upon different versions of the same data.  Client/server architectures improve both personal and system interoperability and information sharing.  Electronic information transfer is faster, more efficient, and more accurate.   Costs will decline as the duplication of effort, time delays, and intrinsic errors of manual data entry are reduced.  Decoupling data and processes means that entire systems do not have to be modified or redesigned to respond to changing requirements, information flow, or product demand.
h. Delay in evolving toward the Army Training XXI architecture entails greater risk and cost than does development of new compliant systems or modification to compliance of old ones.  The expense of maintaining overlapping systems, particularly those hard-wired into a particular technology, increases with each year.  Risks associated with incomplete or non-existent documentation, embedded limitations, and dependence upon fading or obsolete technology drive costs beyond the bounds that can be supported in the current budget environment.  The risks associated with trying to do business with a series of non-interoperable, duplicative, and often contradictory systems are intolerable in light of the need for the Army to respond rapidly and efficiently to changing missions and training requirements, especially on the digital battlefield.

3.0 Recommendations

Based on the conclusions reached from the analyses done for the Technical Architecture, recommendations for enhancements include the following:

3.1 Near-term

a. Develop a set of “future-proof” system architectural standards for Army training systems.  Architectural standards that require specific design, data structure, and communications methodologies to be universally applied across all new or modified system development projects will need to be founded on the principle that technology advances are rapid and often unpredictable.  System designs at the segment and AIS-levels will have to be technology neutral from a functionality perspective yet still interoperable with previously developed and emerging systems.  This process is not easy, but the future success, measured as extensibility, of everything that follows depends upon it.
b. Choose and promulgate data and information access policy for the Army Training XXI Digital Library System (AT XXI DLS) AIS.  This policy decision will drive system design. Three technologically implementable alternatives are described below, but the decision is more cost-effective if made early in the design process. Implementation of this policy should be in the protection services segment(s) of the AT XXI DLS AIS.  This implementation will consist of rules, expert systems and genetic algorithms serving as ‘data sentries’ capable of learning the routine patterns of user and use case data access.  Recognition of non-routine access patterns will trigger data protection services similarly to credit card usage detectors in fraud prevention systems used by banks.
1) All users may have access to all data.  This is unacceptable but technically feasible.  

2) All users may see the entire list of data types available, but may only access those data for which they have the proper permission.  This has the possibility of inadvertent disclosure of intelligence that could be derived just from knowing what exists, without actually accessing it.  The other, less serious consequence, is frustration of users who can see that certain data exists but not view it. 
3) 3)
Users may only see a list of those data which they may access.  The large majority of holdings will have unrestricted access, will not require user access permission, and will be displayed to anyone who accesses the site.  Those items that do have access restricted will require tagging with a minimum access permission level.  This is neither new nor especially difficult to implement.  Careful control and administration of user accounts and permission levels will be needed.  

c. Continue analyzing data and functional overlap among existing and planned systems.  One of the most expensive problems, and one causing confusion among users, is the multiplicity of data sources, data applications, and functionality represented by the population of systems that make up the Army training information management environment.  This expensive and time consuming duplication of effort results in varying values for the same data, and produces differing, if not contradictory results.  A comprehensive functional and data analysis needs to be conducted of current systems, particularly those which will contribute segments to the AISs discussed in Section 1.
d. Conduct a policy analysis to determine who the “owners” of data will be. This analysis should determine: 

· who should be the data “owner” with responsibility for accuracy and availability
· where the data should be maintained – physical location and primary electronic access point
· who should be responsible for dissemination while the ADTDL is being extended to the AT XXI DLS AIS
· what type of mechanism for tracking data ownership and originating system needs to be developed.
e. Conduct a detailed six-month traffic analysis of access to the existing ADTDL and extrapolate a first-order resource demand on Army Training Support Center (ATSC) facilities.  Any lesser sampling period risks generating only a snapshot of demand and could result in undersizing the facilities needed to support timely user access to the AT XXI DLS AIS.  A six-month study will illuminate seasonal fluctuations and will likely experience at least one policy-driven surge in access.  Data that need to be collected include, but are not limited to:
· Number of individual users accessing ADTDL

· Temporal distribution of access across each 24 hour day

· Types of information accessed

· Processor and communications link bandwidth demand – average and peak

· Most frequently accessed data

· Average, maximum, and minimum response times (probability of delay distributions)
· Data access patterns, data chaining characteristics and data relevance filter characteristics based on user and use case.

3.2 Mid-term

a. Inventory training data, information, and supporting materiel holdings Army-wide in order to populate the AT XXI DLS AIS directory.  For the AT XXI DLS AIS to be a primary point of data type and content access for most data, users need to have high confidence that the inventory of existing relevant information is as close to 100 percent as possible.  This inventory is also necessary in order to create the logical links in the AT XXI DLS AIS directory to the site where the data reside.  Address external interfacing systems (e.g. SIDPERS). Concurrently with the Army-wide inventory, incremental capability can be provided to users by the AT XXI DLS AIS.
b. Design and begin phased implementation of the AT XXI DLS AIS. Enhanced data access capability, when accompanied with well structured training policy, should improve the quality of Army training.  Users will be exposed to data they previously did not know existed.  Configuration management will assure that the latest version of data are what the user receives.  Even small incremental improvements in training information availability will have a positive effect on both quality and quantity of training and training information management.
c. Begin system requirements analysis and system design of the AT XXI System AISs.  Because of the reasons discussed earlier, careful consideration of the distribution of responsibility and functionality among the segments of the AISs of the AT XXI System, and the interoperability requirements of each, is crucial to success.  The better the effort applied to the front end of the process, the lower the likelihood of major problems during the back end development processes.
d. Develop interim data exchange capabilities for selected Army training systems.  Concurrently with the analysis and design that will lead to the AT XXI System, some interim capability needs to be retrofitted to existing component systems.  This will eliminate much manual input, improve accuracy and effectiveness, and begin to reduce the discrepancies among systems that produce similar products.
3.3 Long-term

a. Develop the AT XXI AISs.  This set of AISs would assimilate existing ATSC/ATISD training systems.  They would be compliant with the AT XXI Technical Architecture, interoperable, and both technology neutral and data independent.
b. Develop automated links to training information sources.  Concurrent update, or data synchronization, will ensure that data provided to users is always the latest available.  Automated links remove the need for user initiated requests for data.  Users could file a profile with the AT XXI DLS AIS describing the data needed and those data could be automatically forwarded by segments (e.g. OIG) used to assemble the ADLSI user configuration as soon as they are available.  In addition, links between information generators could be developed.  For example, as soon as a soldier had finished firing for qualification on one of the Army’s automated ranges, that score could be transmitted directly from the range computer to the appropriate data repository.  This eliminates manual data entry errors, inadvertent loss of data, and improves readiness and training status reporting.
c. Expand the holdings, links, types of information, and access provided by the AT XXI DLS AIS.  As the concept of “one stop shopping” is experienced and accepted by the user community, the demands upon AT XXI DLS AIS will increase.  It is conceivable that the expected high instance of browsing, ADLSI-based direct viewing (as opposed to indirect viewing through another of the five user configurations) and interacting with the AT XXI DLS AIS will make the ADLSI configuration very important.  The ADLSI configuration will probably be the point of entry and aperture driver most familiar and accepted by users and will be requested to provide more and more information and capability.  This eventuality needs to be planned for as early as possible to ensure as little risk as possible.
4.0 Implementation Strategy

The implementation strategy for the AT XXI Technical Architecture applies the Concept of Operations illustrated in Figure 8.  Implementation will use a phased, spiral model approach to build incremental capability.  The discussion in this section provides more detail on the sequence of builds and the rationale behind why this architectural approach amplifies the efficiencies (measured in terms of development cost reductions and schedule stability) of a methodical, systematic, incremental and recursive software and data implementation methodology.
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Figure 8.  Army Training XXI Concept of Operations

4.1 Phase I  Development 

 This phase will provide the foundation for extension of the AT XXI system.  In this phase, the Object Instance Generator (OIG), the Automated Information Systems (AISs), listed in Section 3.6 of this document and described in Section 3 of the System/Subsystem Specification (SSS), and the five user configurations, also described in Section 3 of the SSS, will be developed.  The first components developed will be four foundation components, consisting of: 1) the data segment of the Army Training XXI Digital Library System (AT XXI DLS) AIS; 2) the OIG segment of the Army Training XXI Digital Library System (AT XXI DLS) AIS ; 3) those segments of the Training Management AIS that will support the ADLSI configuration; and 4) the Information Transfer AIS.
4.1.1 Army Training XXI Digital Library System (AT XXI DLS) AIS
The data foundation for the overall system is the AT XXI DLS AIS, as depicted in Figure 8.  In addition to the existing ADTDL, capabilities will be developed to provide access to an expanded list of other libraries and holdings to provide the AT XXI DLS AIS.  The functional and visual access path (aperture) to the AT XXI DLS AIS and other information sources by individuals is the ADLSI configuration.  With the ADLSI configuration selected, users will have standardized access to the AT XXI DLS AIS and can continue to use it while the remainder of the system is being developed. The OIG interfaces with the AT XXI DLS AIS to extract the data needed for the objects associated with each of the selected user configurations.  The segments of each of the foundation components that support a specific user configuration will be developed prior to development of segments in each of the other AISs that support that user configuration.  For example, all needed segments in the AT XXI DLS AIS, OIG, Training Management AIS, and Information Transfer AIS will be in place to support the Unit Training Management Configuration  (UTMC) before the corresponding segments from the other AISs are developed to support the UTMC.  The data content at these interfaces is described in detail in the ATTA System/Subsystem Specification, Appendix L (Soldier Object Model), Appendix M (Unit Object Model), Appendix N (Resource Object Model), and Appendix O (Task Object Model).
4.1.2 Information Transfer AIS


The Information Transfer AIS facilitates information exchange among the AISs and between the AT XXI DLS AIS and external systems.  Once the structure, format, and access standards of the AT XXI DLS AIS are established, the exchange mechanisms and standards can be implemented in the Information Transfer AIS.   This AIS is also the data transfer mechanism to the OIG and among all the contributing segments of the ADLSI configuration.

4.1.3 Training Management AIS

This AIS will be built in increments.  The first increment is the basic management structure.  Each successive increment will implement one of the five user configurations.  The first user configuration to be implemented is the ADLSI.  The first two increments, the basic management structure and the Training Management AIS segments to support the ADLSI user configuration, will be developed concurrently or nearly so in order to provide an incremental functional capability to the user community as quickly as possible.  The result of this first incremental build will be a functional, reusable, extensible initial operational capability.

4.1.4 AIS Segments


Segments from the remaining five AISs (Analysis, Design, Development, Implementation, and Evaluation) will be developed to support each incremental capability.  The first segments developed for each AIS will be those selected to support the ADLSI configuration, if any are determined to be required during the detailed design tasks of Phase 1.  Subsequent segments for each AIS will support the Unit Training Management Configuration (UTMC), Institutional Training Management Configuration (ITMC), the Training Development Configuration (TDC), and the Training Resource Management Configuration (TRMC) respectively.  Prior to each incremental build, the AT XXI DLS AIS, OIG, and Information Transfer AIS will be revised as needed.
4.1.5 Summary

The sequence of events for implementation of the system is:

1. 
2. AT XXI DLS AIS data segment; Information Transfer AIS; AT XXI DLS AIS OIG segment

3. Common and ADLSI segments of the Training Management AIS

4. ADLSI segments of the remaining AISs

5. Revise AT XXI DLS AIS, IT AIS, and OIG as necessary

6. UTMC segments of the Training Management AIS

7. UTMC segments of the remaining AISs

8. Revise AT XXI DLS AIS, IT AIS, and OIG as necessary

9. ITMC segments of the Training Management AIS

10. ITMC segments of the remaining AISs

11. Revise AT XXI DLS AIS, IT AIS, and OIG as necessary

12. 
13. TDC segments of the Training Management AIS

14. TDC segments of the remaining AISs

15. Revise AT XXI DLS AIS, IT AIS, and OIG as necessary

16. 
17. TRMC segments of the Training Management AIS

18. TRMC segments of the remaining AISs

There will be overlap in the schedule because it is not necessary to fully complete each preceding step before beginning analysis and design of the successive steps.  
4.2 Demonstration of AT XXI Phase I Build

 As each increment of the system is developed, through the user configuration portion (e.g. ADLSI), that increment will be demonstrated.  When accepted by ATSC, the increment will be made available to the user community.  Upon completion of all AISs of Phase I, an integrated AT XXI system Demonstration of Operational Capability (DOC) will be conducted as an Initial Operational Capability (IOC) acceptance test by ATSC.  The DOC will satisfy the Phase I exit criteria and provide the entrance set of software for Phase II.

4.3 Subsequent Phases

Subsequent phases will be developed at the discretion of the Army.  The system is a reusable, extensible, object-oriented design that lends itself to rapid and cost-effective modifications to improve existing or add new functional capabilities. 

5.0 Risk Mitigation

A number of risk factors were identified in the course of analysis leading to the conclusions and recommendations discussed in Sections 4 and 5.  The risk factors are listed here are addressed in greater detail in the following subsections. 
· Processor and communications bandwidth limitations for AT XXI DLS AIS 
· User access requirements/user access in immature theaters

· Technology migration considerations/ “future-proofing”

· Security considerations for user access to documents, data, and information

· Interoperability with external and legacy training systems
· Multiple sources and updates for the same data

· User acceptance of an integrated AT XXI System

· Completeness of a consolidated list of holdings (universal “card catalog”)

5.1 Bandwidth Limitations (Processor and Communications)
Risk:  As demand grows for the products held in the AT XXI DLS AIS and for access through the ADLSI configuration, or other user configurations, the likelihood of approaching maximum time-bandwidth product availability of the composite computer and communications links serving the users from ATSC becomes almost a certainty.  Not only will this cause slower response times for users, but it will also begin to interfere with the normal day-to-day operations of the other functions of ATSC.  Waiting until bandwidth demand nears saturation to enhance capabilities will ensure that facilities are always behind the demand curve.

Mitigation:  Mitigation of this risk necessitates a three-step response.  The first step is to conduct an intensive analysis into current and extrapolated demand, as described in Section 5.1.d.  The second step, which will occur concurrently, or nearly so, is a comprehensive survey of available and planned technology to wring the maximum utilization out of the existing facilities at ATSC.  The third step is to design a phased enhancement and migration of ATSC-based data repositories to an even more decentralized and potentially mirrored/replicated data architecture and to newer technologies that provide the processor and link bandwidths needed just ahead of the demand curve.  The third step is the most difficult in terms of timing.  If it occurs too early, ATSC risks expending needed funds for something that will not see cost-effective utilization for an unacceptable period of time.  If the step occurs too late, user frustration and defection will occur and ATSC will be in the position of “playing catch-up”, with the accompanying problems.  This was forcefully demonstrated by AOL’s lack of preparedness for increases in user demand after marketing incentives (all you could eat for a fixed price) were applied.  AOL is still trying to recover from that.  Therefore, the simulation built as part of the ATTA development effort must be extended to represent the as-is ADTDL architecture and calibrated to allow “what if” analyses of new data distributions and processor/link capabilities.
5.2 User AccessRequirements

Risk:  The user community will be as heterogeneous as can be imagined.  Every technological capability from the latest and fastest Local Area Network (LAN) access with the latest PC to poor quality, remote dial-up access in the 14.4 Kbps range from an ancient 386-based machine.  Everyone has experienced the frustration of dial-up access to a site that has so many large graphics that it takes several minutes just for the first page to load, much less offer the user an opportunity to begin to access desired information.  Designing a system to serve one faction of the other in user capability may cause the other users to abandon the system in frustration, with the concomitant degradation in Army training information management.

Mitigation:  Survey the user community to determine both the extremes and distribution of access methods and technology capabilities.  It is likely that the resultant analysis will show a multi-modal distribution of user technologies.  However, if the system is designed to either allow the user to choose a less bandwidth intensive access method (e.g. fewer graphics; more text) or to automatically sense it, responsiveness can be maximized on a user by user basis.   In addition, an analysis of data storage methodology versus projected user access speeds needs to be done.  This may suggest that some method of data compression to minimize transmission times (and resulting bandwidth demand) will be desirable.  This is particularly true for users in less highly developed theaters where communications technology is still relatively primitive.

5.3 Technology Migration

Risk:  Dependence upon a particular technology could result in rapid obsolescence, disappearance of vendor support, incompatibility with mainstream users, capacity limitations, and high maintenance costs.

Mitigation:  Design the system to decouple data from processes.  In addition, object oriented-design with adherence to existing and planned commercial standards will minimize the likelihood of technology obsolescence severely impacting operations.  Selection of technology that offers an identifiable upgrade path minimizes costs, reduces the need for system redesign/rework, and keeps the applicable technology at ATSC in the mainstream.  

An example of this is shown by looking at the development of systems from some years back that were written for specific hardware or operating systems.  While it was true that the system operation may have been maximized when first delivered by using every proprietary extension offered by a particular vendor’s software or hardware, the costs of redesign, redevelopment, and user transition were prohibitive.  Another example is systems written for DOS, needing to be rewritten for Windows when that became the predominant desktop operating system.  Some systems written for Windows 3.1 had difficulty running under Windows 95.  The majority opinion in industry is that operating system paths are converging, with Windows NT the next likely step.  Some systems using the full range of Windows 95 extensions, especially in communications, have difficulty running under Windows NT.  The sum is that, as much as possible, systems need to be designed to be independent of operating systems, hardware, and proprietary extensions and to be modular to enable rapid and inexpensive modification as needed.

5.4 Security

Risk:  The purpose of the AT XXI System is to provide the planner, trainer, and individual soldier with access to all of the materials needed to improve and maintain their state of training.  At the same time, not everyone needs, nor should have, access to all available information.  In addition, unauthorized users and casual browsers should not have access to most of the information.  The risk is that in attempting to control access to needed information either insufficient resources will be made available to users who need it or users will get access to information that may be sensitive or beyond their need to know.  In addition, transmission of access-restricted information in the clear over the Internet allows easy access by unauthorized individuals.


Mitigation:  Develop a methodology for data tagging that will be stored in the meta-data for the information and in the AT XXI DLS AIS directory (“card catalog”) server.  The directory server will allow users to see a list of accessible data that contains only those items for which they have access permission.  When requested by a user, the search and retrieval portion of the system will compare the access requirement tag in the meta-data with the access permission level of the user before passing the information.  Information transmission of access-restricted data will be through secure socket layer (SSL), which is implemented in all of the major Web browsers on the market and can be readily included in any systems developed under the sponsorship of ATSC.  This will minimize the chances of unauthorized interception of the information.

5.5 Interoperability with Legacy Systems

Risk:  Most of the systems comprising Army training information management are not interoperable.  Consequently, much information is duplicated and manually entered.  This results in conflicting products because update cycles differ, the same data my not be as current in one location as another, and users may be unaware of, or unable to access, data that would improve their product.  The consequence is that training suffers, extra work is required to generate the needed products, and errors become more likely. Continuation of the balkanization of Army training information management systems will make acceptance and transition to an integrated system that much more difficult.

Mitigation:  To provide an easier transition step for users, an interoperability module can be developed which will allow the multiplicity of systems in existence to exchange data.  This module would operate somewhat like the Common Operational Modeling, Planning, and Simulation Strategy (COMPASS) software suite within the Defense Information Infrastructure (DII) Common Operating Environment (COE).  It would accept data in native format from one system and convert it to a format usable by the receiving system.  As an interim strategy, this moves toward the one data source, multiple data user concept.  Automated transfer of data reduces the chances for error, decreases the workload and learning curve for users, and allows symbiosis among systems, resulting in improved training information management for the Army.  This also begins the process of eliminating the duplication of effort and functionality that is one of the first steps in migration toward the AT XXI System.

5.6 Multiple Sources and Updates for the Same Data

Risk:  Training information management, allocation of resources, scheduling of people and equipment, and preparation for assigned missions requires accurate and timely information upon which to base decisions.  Under the current environment, there is rarely a single source or “owner” for specific data who is solely responsible for both version management and timely dissemination.  This results in some systems or users applying data to their product generation that may be out of date.  This produces results that are less accurate or optimal that could be achieved with the latest information available.  Also, these data then feed other systems and products that have the potential for circular application.  In other words the final result of a series of actions based upon specific data may be to update those data.  If different systems, operating on different update timing cycles, update the same data without the knowledge or participation of other users who have a vested interest in the data, the result can be chaos, mistakes, invalid readiness assessment conclusions, and a host of other problems that cost scarce time and dollars.

Mitigation:  In concert with the mitigation strategy described in Section 7.5, responsibility for both data accuracy and dissemination needs to be defined.  Additionally, a method of rapid dissemination of needed data to all interested parties will markedly reduce the instances of faulty conclusions based on obsolete information.  Assigning data “owners” eliminates the problem of dueling updates, conflicting information, and balkanization of product development.  There should be a single authority for data generation which will make those data available to any user authorized to request them.  Ultimately, a single focal point, such as the AT XXI DLS AIS will provide swift and easy data access to users.

5.7 User Acceptance

Risk:  Change is always difficult.  Users spend time and energy mastering a system and are reluctant to embrace a new one that requires they start the learning curve over again.  The natural reaction of most, though not all, to the introduction of a new system is that it will take more effort than it is worth to master.  Additionally, the new system will be viewed as a threat to those sponsors of existing systems – the rice bowl issue – and can expect vocal and spirited opposition from some quarters.  The design of the AT XXI System, from both a functional and a user interface perspective, risks rejection at worst, and reluctant or slow user acceptance at best, if extremely careful consideration is not given to both those factors.  This will result in less than cost-effective utilization of the system, less than full support to Army training, and may entail costly and time-consuming rework.

Mitigation:  User input and participation from the start will minimize problems of user acceptance.  Participation by sponsors of existing systems in review and testing of the integrated system will help defuse much opposition.  The key element may well be finding some way to produce a win-win situation for ATSC and the legacy system sponsor, a process that is easy to say but difficult to accomplish.  Spiral Model development – prototype, build a little, test a little – will involve the user community, maximize feedback, and minimize misdirection of the program, with an accompanying cost avoidance.  Simultaneously, a process of education and management of expectations should be undertaken by ATSC.  The end result will be a minimum of user disappointment, greater user acceptance, and faster transition to the new system, all of which can only benefit Army training.

5.8 Completeness of a Consolidated List of Holdings

Risk:  To bring the necessary order out of chaos, a single primary point of access to Army training data, information, and materials, such as the AT XXI DLS AIS needs to be established.  This will avoid many of the problems discussed in the previous sections.  In order to be a credible access point, the information directory needs to virtually 100 percent complete.  If users experience too many instances of needed data not being available, especially data they know are available elsewhere, the credibility and usefulness of the AT XXI DLS AIS will suffer and users will gradually abandon it.  One of the problems with trying to be complete is the sheer magnitude of the problem.  The number of sources of information is so numerous that the possibility of overlooking one or more is pretty high.  Additionally, there may be competing sources for the same data and the AT XXI DLS AIS will need to determine which source will be the authority, which brings into play policy and organizational conflicts.  The continuing problem will be ensuring that the sources of information and the routes to those sources remain current and reliable.

Mitigation:  There are two facets to addressing this problem.  The first is obtaining the policy commitment from HQDA or higher that there will be a timely assignment of responsibility for data to individual organizations and points of contact.  Once the data “owners” are identified, links to those data sources can be established by AT XXI DLS AIS and provided to users of the system.  The second facet requires commitment to the manpower-intensive task of collecting inventories of holdings at all Army sites and establishing automated links between them and the AT XXI DLS AIS.  This will require that the team performing the inventory be endowed with the doggedness of an IRS auditor, the diplomacy of a politician, and the stamina of a triathlete.  It can be done, but it will not be easy.  In the end, the success or failure of AT XXI DLS AIS will depend upon how well this team does its job.

Appendix A

AT XXI Technical Standards
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